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Hacking the System Hardware: 

The Chance of a Lifetime

*Introduction:

In the 1995 movie Hackers, a group of teenage computer hackers threaten to unleash a computer virus that will cause a worldwide ecological disaster. The movie, which helped make stars of Angelina Jolie and Matthew Lillard, illustrates how hackers are so dangerous in our society because they have the knowledge to break into some of the most secure systems in the world today. Like the movie, Z, a superhacker from Eastern Europe in The Chance of a Lifetime, demonstrates how a hacker can easily access confidential information, such as details of bank accounts and credit cards, when armed with a personal computer and an Internet connection. These different kind of predators and criminals who uses the Internet makes the definition of ‘system hackers’ very broad today. The United States Department of Justice defines hackers as, “Any person who intentionally accesses any computer system for the purpose of obtaining services with false intent, representations, or promises” (Parker 24). It occurs when any individual who willfully and knowingly access any computer system without authorization to commit an offense against computer users. This ideal, in other words, would be called ‘cyberterrorism.’ Anyone who uses the computer or the Internet at home, school, or work would always be vulnerable to the different kinds of criminals and deviants who populate the Internet. There will always be many different kinds of computer predators that we should beware of. Hackers like Z were often addicted to their computer, and will give up food, sleep, and other bodily functions when they receive a hot trail to an operating system. Their ultimate award: money and fame.

*Question 1:

So the question arises: how does an attorney identify a hacker like Z, and how can an attorney in the Department of Justice plan to identify the hackers? It is commonly believed today that many system operators do not share information when they are victimized by hackers. They neither contact law enforcement officers when their computer systems are invaded nor do they prefer taking any action to keep hackers like Z from gaining access again. The best way any person can identify a hacker is to simply grab at least one attorney to ask the Computer and Telecommunications Coordinator (CTC) to assist law enforcement officers and other attorney’s in getting more information on who the hackers are. The Computer and Telecommunications Coordinator (CTC) can obtain guidance from attorneys in the Department of Justice's Computer Crimes and Intellectual Property Section (CCIPS) because the Intellectual Property Section attorneys have had previous experience dealing with hackers. Investigators should then contact a network service provider so they can request that the ISP retain records of Z’s computer logs. Computer logs provide useful and critical clues that a trained agent or computer specialist can use as the starting point to trace and locate where the intrusion was conducted. All computers using the Internet are assigned a different numeric called the Internet Protocol (IP) address. Unless the hacker alters the victim's logs once he or she gains unauthorized access, the victim's logs should list the precise location of the computer address from which unauthorized access was gained. The computer address, in other words, would help officers identify possible sources like Community College and CME, Inc., both of which are located in Irvine, California.

*Question 2:

So how can we proceed based upon this information? First and foremost, tracking a hacker calls requires investigators to have a combination of Internet research skills, subpoenas, court orders, search warrants, electronic surveillance and traditional investigative techniques in order to identify who the suspected perpetrator or perpetrators are. The best way to start this is to do Internet research about the two possible sources: Community College and CME, Inc. Study their history, background, location, and any outside communication that is made directly towards Z. Common search engines such as, www.google.com, www.lycos.com, www.excite.com, or www.netscape.com may all give attorneys useful and helpful information about a person whereabouts or group that claims credit for a computer intrusion. With a little Internet research skills, attorneys would have enough information to know exactly where these two places are in California. After locating the two possible sources, it is important to send law enforcement officers and attorneys to the sight. They should focus on whether or not there was any digital communication made between the hackers and the corporation or organization, specifically on electronic mails. In order to receive permission to view any communication that is made in Community College and ACME, Inc, law enforcement officers must comply with the provisions of the Electronic Communications Privacy Act (ECPA), 18 U.S.C. §§ 2701-11. Section 2703 of ECPA provides investigators of the Internet Service Provider to disclose any information that might be useful to the investigation. Under 18 U.S.C. § 2703(d), court orders can obtain account logs and transactional records to investigators of what Z, X, and Y have done at Community College and ACME, Inc. Such access are available if the agent can provide "reasonable facts showing that there are reasonable grounds to believe that the contents of a wire or electronic communication, or the records or other information sought, are relevant and material to an ongoing criminal investigation." Under the 18 U.S.C. § 2703(d), investigators can obtain the full contents of a subscriber's account or computer. If needed, a search warrant can also be obtained under Rule 41 of the Federal Rules of Criminal Procedure to gain full access to e-mails and other important documents. As soon as law enforcement complete the search, officers should have enough evidence to identify at least one suspect name which obviously would be Z, X, and Y.


*Question 3:










Before entering Z, X, and Y house, it is important for officers to obtain a search warrants of where the hacker is believed to have evidence of the crime before entering the premises. Such evidence would include Z used his computer to commit the crime, as well as the software Z used to gain unauthorized access and other evidence of the crime. It may also be necessary to monitor his communication, such as, telephones or e-mails before breaking into the premise. The two basic statutes needed to do this are: 1) the wiretap statute, 18 U.S.C. §§ 2510-22, generally known as a Title III order, and 2) the pen registers, 18 U.S.C. §§ 3121-27.
*Question 4:










As soon as officers have arrested Z, X, and Y and located the computers at 12345 University Drive, it is important to hand over the computers to the forensic team. A forensic computer examiner can determine what evidence of the crime still exists on the computer. Forensics should also be able to paint a mirror image of everything Z’s computer - often including the memory of things Z thought to be erased. By letting the forensic team evaluate Z’s computer, examiner could identify whether or not Z had used his computer to conduct attack and whether or not he had any close interaction or relationship with the two known possible sources: Community College and CME, Inc. The computer examiner should then prepare a detailed report regarding the information on the computer and should be able to testify all this information as an expert at trial.
*Question 5:










Some evidence that I expect to see on trail is documents and data erased in Z’s computer, electronic mails sent to Community College and CME, Inc., bank accounts that indicate transaction from the “Digital Cell”, and telephone bills that confirm Z had recent contact with Osama Bin Laden as well as Community College and CME, Inc. I believe that in United States v. Z, X, and Y, the court should charge them with six counts of wire fraud, two counts of extortion, three counts of conspiracy, and four counts of unauthorized computer intrusions. The indictment alleges that Z, X, and Y gained unauthorized access into Community College and CME, Inc. They additionally hacked into the SCADA system, and if convicted of all 15 counts in the indictment, Z, X, and Y should face a maximum possible penalty of 90 years in federal prison.


The complex role of computers and the Internet have spawned a new generation of criminals and the need for a sophisticated and swift response from law enforcements bodies throughout the world. Using tools available to obtain evidence of cybercrimes, including traditional investigative techniques such as this, federal law enforcement officers should successfully continue to track down hackers and bring them to justice.
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The National Infrastructure Protection Center defines ‘cyberterrorism’ as “a criminal act perpetrated through computers resulting in violence, death, and creating terror for the purpose of coercing a government to change its policies” (Blane 12). An example of a cyberterrorism was in 1996, when the U.S. General Accounting Office reported there were 250,000 attempts to break into the Defense Department systems during 1995. Another was when in 1997 where a hacker was able to shut down control tower services at an airport in Massachusetts. All of these examples go to show two main points: First,

It has enriched the lives of millions of people around the world: from chat rooms to webcams to online encyclopedias, and video games, watching movies, and listening to music all become the tool to make tedious tasks a little quicker and easier for ourselves. But the computer also has a darker side. By making it part of our daily lives, we run the risk of allowing thieves, hackers, and all kinds of deviants directly into our homes.
An example is in the story The Chance of a Lifetime, where Z is used to hack into computer systems in order to commit large terrorist attacks on U.S. soil. 
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